
Redesigned for more  
demanding operational  
environments

EXPERTISE and TECHNOLOGY for Nati onal Security

The CACI|SystemWare Spectrum Guard Elite combines hardware 
and software into a ruggedized portable radio frequency (RF) detec-
tion and monitoring system that is small, lightweight, and easy to 
use. The software application interface is accessible by users with 
minimal RF knowledge, but also provides all the tools an experienced 
electronic warfare (EW) operator or spectrum manager needs to 
accomplish the mission. The Spectrum Guard Elite is intended to be 
used for RF signals collection and analysis in support of static, vehicle 
or mobile operations. It is ideal for observing the comprehensive RF 
spectrum and analyzing logical data from Wi-Fi and cellular devices.

Spectrum Guard Elite

Intuitive Software Design Meets a Range of Customer Missions:

Built to Operate  
Where You Do

	■ EW support

	■ Spectrum management 	operations

	■ EMS signature and characterization

	■ Wi-Fi detection and signal verification

	■ RF test and measurement

	■ Security services

	■ Force protection

	■ Spectrum Guard Elite can be used 
individually or as part of an array

	■ Low bandwidth standards-based 
communications can be used with 
ethernet, tactical radios, or cellular

For more information, contact:

CACI|SystemWare Sales
(410) 579-1300
csw-sales@caci.com

For more information about our 
expertise and technology, visit: 
www.caci.com



Worldwide Headquarters
12021 Sunset Hills Road, Reston, VA 20190
703-841-7800 

Visit our website at:
caci.com

Find Career Opportunities at:
careers.caci.com

Connect with us through social media:

At CACI International Inc (NYSE: CACI), our 24,000 talented 
and dynamic employees are ever vigilant in delivering 
distinctive expertise and differentiated technology to meet 
our customers’ greatest challenges in national security 
and government modernization. We are a company of 
good character, relentless innovation, and long-standing 
excellence. Our culture drives our success and earns us 
recognition as a Fortune World's Most Admired Company. 
CACI is a member of the Fortune 1000 Largest Companies, 
the Russell 1000 Index, and the S&P MidCap 400 Index. 
For more information, visit us at caci.com.

EXPERTISE and TECHNOLOGY 
for Nati onal Security

Features
	■ 1kHz-26.5GHz frequency response
	■ Hardened GPS solution with  

jamming and spoofing detection  
and mitigation capabilities

	■ Ruggedized and environmentally 
protected chassis

	■ Intermediate frequency out capability
	■ Wireless or ethernet control
	■ Portable and lightweight,  

fits in a rucksack
	■ Supports operation using  

MIL batteries, shore power,  
and vehicle power

	■ User-definable sweep parameters
	■ Discrete frequency scans with  

individual channel settings
	■ Automated and remote functions 

allow the system to run unattended 
(edge processing)

	■ Port switching options available
	■ Zoom displays for better analysis  

and signal measurements
	■ Dynamically adjustable threshold 

sensitivity
	■ Signals of interest displayed via  

user-defined limits
	■ Signals are presented in multiple, 

easy-to-read formats that are readily 
integrated with your needs
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Wireless Collection  
and Analysis
	■ 802.11 protocol detection  

(A, B, G, N, and AC)
	■ 802.11 MAC address display
	■ Service set identifer detection
	■ Signal strength
	■ Able to discern hardware  

manufacturer of detected devices
	■ Packet identification and analysis
	■ PCAP capture and streaming
	■ Bluetooth protocol detection  

and media access control (MAC) 
address display

	■ Zigbee protocol detection  
(700, 800,900 MHz and 2.4 GHz)  
and NODE address display

	■ European Zigbee protocol detection 
(868/915 MHz)

	■ MAC/NODE address registration

	■ Authorized vs. unauthorized lists

Software Functions  
and Capabilities
	■ Sweep the RF spectrum with  

user-defined frequency parameters
	■ Spectrum operations module  

informed by the EW and spectrum 
operations community needs

	■ Third party integration with your 
existing spectrum analysis and  
situational awareness tools

	■ Maximum sweep up to 240 GHz/sec
	■ IF record and output
	■ Signal fingerprint
	■ Frequency (channel) scan
	■ Multiple visual representations  

of the RF spectrum
	■ 2D display, waterfall display,  

and display zooming feature
	■ Signal of interest frequency list
	■ Real-time signal analysis
	■ One-button or automatic  

audio recording
	■ Classification of common digital  

and analog signals
	■ Video recreation (NTSC/PAL)
	■ Post-collection data analysis tools
	■ Consolidated exceedance List
	■ Colored raster

Specifications
	■ Power supply voltage: 10-36VDC
	■ Power consumption: <60W
	■ Physical size: 12.8”x 9.8”x 3.5”
	■ Weight: ~12 lbs.


